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Privacy Officer Role

Privacy Officer

Working Smartcard

Receive Alerts

Investigate Alerts

Ensure appropriate use of SCR
Escalate inappropriate use
Ensure incorporation into 1G

N3 connection







Alerts

Every time SCR accessed = alert

NHS
_Every ime SCR accessed —alert
| Verity orinvestigatealert

Verity or investigate alert
Alert viewer

Define regular process

Sampling

Time of access

Pharmacists at site

Patient registered on PMR

Valid reason for access



Alert Search * Denotes required field

* Status of Alert Open (New) Organisations ALL (101)e
Open (Under investigation)
7 Closed (No investigation required)
[] Closed (Investigated - no action taken) Patient NHS No
[] Closed (Investigated - action being aken)
*Alert Type Create LR (Self Claimed) g
Dissent Override
aensitive Data Originator Unique ID 11100700
Stop Noted Record Access :
Access Alert
AI!“ In =X = - XX =Y XYY XYY)
Clear BREEINI
Alert date from dd-vmm-vvvi B | to! fdd
If] V
Order B
/ Date/Time Descending H

Alert Results Extract Selected Alers

records per page Search all columns:
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® There are 618 alerts currently open

Alert Search

‘Status of Alert [, Open (New)
Open (Under investigation)
] Closed (No investigation required)
[] Closed (Investigated - no action taken)
[] Closed (Investigated - action being taken)

*Alert Type [v] Create LR (Self Claimed)
[v] LDissent Override

sensitive Data

[v] Stop Noted Record Access
[v] AccessAlert

Organisations

Patient NHS No

Originator name

Originator Unique ID

Alert ID

Alert date from

In order to see the waiting alerts

the user clicks Search

Alert Results

el H,

* Denotes reguired field

Y02108 - DRUG & ALCOHOL SERVICE~

H 1

>y

o H

Date/Time Descending

click on search button

bl



6 The search refurned 3 alerts

Alert Results

[] Type

] Access Alert
] Create LR (Seif Claimed)

[] Access Alert

The alerts that match the search criteria are displayed. Initially

only a maximum of ten are visible on screen.

Bulk Alert Update § Extract Selecied Aleris Select All on Current Page

Search all columns

Status Date and Time vy OrglD
Open (New) 23-Jul-2015 10:49:40 Y02108
Open (Under investigation)  23-Jul-2015 10:49:40 Y02108
Open (Under investigation)  23-Jul-2015 10:49:40 Y02108

click on an alert

Organisi

DRUG &A
SERVICE

DRUG & Al
SERVICE

DRUG & Al
SERVICE



Alert Details Back to Alerts List

AlertiD 5450723004040546393 CBDCFD 1081793305 Organisation oy g ALCOHOL SERVICE
SWatUS 56 (Under investigation) Originator  opTy TESUSER M
Originating System Id
AlertType ) occ plert ginating sy 402078090022
Alert Message |
Reason for Alert ,ifieq through Health & Social Care Act regulations
Additional Information

Self-Claim Alert

Patient NHS No 946 562 7636 When managing alerts is it useful to record

Action status updates and reasons for decisions
Notes History JAY HUTTON (103267551989) Action
Open (Under investigation) 07-Aug-2015 INMES Only |:|
16:04.39 *Notes
khbf ihbew,ofbw

SENERSOIE  Apply Changes




Alert Details Back to Alerts List

AlertiD 50150723004040546303_CBDCFD_1081793305 Organisation pRuG & ALCOHOL SERVICE
Dateand Time 5 ;. 5045 104940 Organisation D 55449
status Open (Under investigation) Onginator - FORTY TESUSER Mr
Alert Type — Originating SystemId ;39075000027
Alert Message |

Reason for Alert  ciified through Health & Social Care Act reguiations

Additional Information ¢ i et
Patient NHS No g 59 7835
, This alert was trigged by a test access so no
Action investigation is needed. The user selects the Closed

Notes History  JAY HUTTON (103267551%88) (o investigation required) option
Open (Under investigation) 07
* Open (New)
Notes Closed (No Investigation required)
Closed (Investigated - no action taken)
Closed (Investigated - action being taken)

khbf ihbew: ofow

change alert state




Alert Details

Alert ID

Date and Time

Status

Alert Type

Alert Message
Reason for Alert
Additional Information
Patient NHS No

Action

Back to Alerts List

20150723004940546393_C8DCFD_1081793305
23-Jul-2015 10:49:40

Open (Under investigation)

Access Alert

None

Justified through Heaith & Social Care Act regulations
Self-Claim Alert

046 562 7836

Notes History JAY HUTTON (103267551989) Action
Open (Under investigation) 07-Aug-2015

160430
khbf.ihbew, ofbw

*Notes

Organisation o\, ¢ Al COHOL SERVICE
Organisation ID /5949

Originator  =opTy TESUSER Mr
Originating System Id 49072000022

Closed (No investigation r¢

Privacy Officers should always enter a

note when updating a status so

colleagues can follow progress if Sl /PPl Changes
required. This will appear in notes history.




Alert Details
AlertID
Date and Time
Status
Alert Type
Alert Message
Reason for Alert

Additional Information

Back to Alerts List

20150723094940546393 C8DCFD 1081793395
23-Jul-2015 10:49:40

Open (Under investigation)

Access Alert

None

Justified through Health & Social Care Act regulations

Self-Claim Alert
Patient NHS No ¢ =¢7 78
Action
Notes History JAY HUTTON (1032675561989) Action

Open (Under investigation)

"Notes

knhbf inbew ofow

Organisation o\ & ALCOHOL SERVICE
Organisation ID ;0406

Originator  Fog1y TESUSER Mr
Originating System1d ;15078000022

Closed (No investigation ﬂ

NO Action requ '1-:1|

Annl Channas

make a note




alert is updated

Back to Alerts List

Alert Details

AlertiD  50150723004940546393_CBDCFD_1081793305

Dateand Time 55 ;) 5015 10:49:40

Status Closed (No investigation required)

Alert Type Access Alert

Alert Message |

Reasonfor Alert  .iiseq through Health & Social Care Act regulations

Additional Information Self-Claim Alert

Patient NHS No 046 562 7

Closed UseriD 444567550087
Action
Notes History ALEX HUTTON (103267552987) Action
Closed (No investigation required)
2015 10:10:10 *Notes

No Action required

JAY HUTTON (103267551989)

Open (Under investigation)

Organisation
Organisation ID

Originator
Originating System Id

DRUG & ALCOHOL SERVICE
Y02108

FORTY TESUSER M
402078090022

Notes Only



@ The search retumed 23 alerts. Refine Search

Alert Results Bulk Alert Update | Extract Selected Alerts | Extract All SIS ERRA KVIRSTT (IR

|1[l ‘v| records per page search all columns:

Ll T}'pE vy Status Date and Time ﬂfg ID Drgimﬂﬂﬁﬂ

bt 8.0 il o et 22-10+-2015 15,3853 Yo2184 ROCHDALE EX]
The PO repeats the process untill all PR L

[ required alerts are selected 22-ul-2015 15:38:53 Y0214 ROCHDALE EX1
HOUR PILOT

[ CreateLR (el Clamed)  Open (New) 22-Ju+2015 15:38:53 Y2184 ROCHDALE EXT
HOUR PILOT

[ CreateLR (el Claimed)  Open (New) 22-Ju1-2015 153853 Y02184 ROCHDALE EXT
HOUR PILOT

M Mrasta | O (Qalf Mlaimad) Fiman klauah 9 il MNAR AR-20-ED V404 DACHRAL E BV



Refresh  NewSearch  Alert Preferences  UserRoles  Help  Quit Spine Alert Service




Alert Checking m

Privacy officer due Weekly, Monthly, | | Smartcard, Location
to review alerts Quarterly N3 link

Access Alert Self claim LR,
Viewer Access alert

Missing info, time access, PMR access

Review alerts : )
pharmacist, patient

Confirm details Verify reason, Opening hrs., Make notes,

with pharmacies Pharm. Log, PMR info Esc. issues

Close alerts Open — new No.inv. Req., Irjv. No Log
Open —inv. action, Inv. Action taken
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Reports & Next Steps




Reports

Site

Patient

Pharmacist

Alert type
Time period

Excel extracts

Subject Access Request

Reports & Next Steps



Support NHS

Alert V|ewer demo
Generating reports demo

chk user gwde

IT trouble shooting guide

Reports & Next Steps



Action

Watch relevant videos

NHS
Waichrelevantvideos

Read through HSCIC guidelines

O Understand the process

Define your process (SOP)

Understand the reporting function

Log into SCR alert viewer

Check can view alerts

Any problems refer to the SCR Team

Reports & Next Steps



Next Steps [lZZE

Complete CPPE

Provide Smartcard details

Cascade training to your team via the app

Put SCR SOP in place

Put Privacy Officer in place

Log blocked or requests for new
smartcards with RA

Make appointment with RA if required

Process test patient when live

Reports & Next Steps



Thank you
Any Questions?

Email: england.londonscr@nhs.net

Uotia sl g, |
ik T LN T RN



